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ERBIUM

A new malware called Erbium has been wreaking havoc on the internet for the last

few months.
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Key Points

About Erbium

Erbium is a Malware-as-a-Service
(Maas), which means anyone with
enough money can get their hands
on it.

It is often injected into game cracks
and pirated software.

It focuses on retrieving user data
stored in web browsers based on
Chromium and Gecko like Google
Chrome, Microsoft Edge and Mozilla
Firefox.

The malware steals information
like passwords, cookies, autofill
information and credit cards.

What is Malware?

Malware is the collective name for a
number of malicious software variants,
including viruses, ransomware and
spyware.

It typically consists of code developed
by cyberattackers, designed to cause
extensive damage to data and systems
or to gain unauthorized access to a
network.

It is delivered in the form of a link or file
over email and requires the user to click
on the link or open the file to execute
the malware.
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Types of Malware

Virus

A virus is a malicious software
attached to a document or file.
Once downloaded, the virus will lay
dormant until the file is opened and
used.

It can cause significant operational
issues and data loss.

Worms

These are malicious software that
rapidly replicates and spreads to
any device within the network.

Ransomware
Ransomware is malicious software that gains access to sensitive information within
a system and then demands a financial payout for the data to be released.

Challenges Related to Cyber Security in India

Trojan virus

Trojan viruses are disguised as
helpful software programs.

Once the user downloads it, the
Trojan virus can gain access to
sensitive data and then modify,
block, or delete the data.

Spyware

Spyware is malicious software that
runs secretly on a computer and
reports back to a remote user.

There is no separate procedural code for the investigation of cyber or computer-

related offences.

There have been half-hearted efforts by the States to recruit technical staff for the

investigation of cybercrime.

Most cybercrimes are transnational in nature with extra-territorial jurisdiction. The
collection of evidence from foreign territories is a difficult process.

Steps Taken by Government to Tackle Cyber Security Incidents:

Establishment of National Critical Information Infrastructure Protection Centre (NCIIPC)

for the protection of critical information infrastructure in the country.

Cyber Swachhta Kendra (Botnet Cleaning and Malware Analysis Centre) has been launched

for providing the detection of malicious programmes.
Issue alerts and advisories regarding cyber threats and counter-measures by CERT-In.

Formulation of a Crisis Management Plan for countering cyber attacks and cyber terrorism.
Setting up a Cyber Warrior Police Force (CWPF) to tackle internet-related crimes such as

cyber threats, child pornography and online stalking.
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CERT-In under the Ministry of Electronics and Information Technology is the national nodal
agency for responding to computer security incidents as and when they occur.

2015: The office of the National Cyber Security Coordinator was established for advising
the Prime Minister on strategic cybersecurity issues.
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Way Forward |

e The Cyber forensic laboratories of States must be upgraded with the advent of new :
technologies. 1

e The Centre and States should work together and frame statutory guidelines to :
facilitate the investigation of cybercrime. 1

e |t is essential that State governments build up sufficient capacity to deal with :
cybercrime. I

® |t could be done either by setting up a separate cyberpolice station in each district or :
range or by having technically qualified staff in every police station. I
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efdaa & are &: ASATT FATE?

e Erbium TU®h AGATL-TA-T-ARXT o  AGAUL IIALH, 2HAAATE 3012 TUTSAUL Afdd B
(Maas) g, fotereaT 3ref g fas Taifie efst ares TATATD ATTCATE AT T AR 11 2|
PIe oft fch gach STidl f 3T ThaT &l _ .
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. .'S-Id‘d-ld b 31T UTIeee diredds I R kT p a—
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3CI P! Yel: YT eat U dHied &l 2 3T SN & fa U faosd dea a1
o  FABITLUTATE, Bl 3iTeIfthes T Ae3aIe o fAwrfed dHeet & BT WIses Hda
3T Ffec BIE Teft ATTdBTd! AT ST B o 3deddd gid! 8l
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AT Yfeder §c5 (CWPF) b 2Tl SheeT
Sodargiforard 1S eeioTl WENfIch! Jiollesd b dgd efte 3Teci-gol Shce Heall Tealiafl & glol Ue Ufdfchar ool
o [T erg T silges Tuieft 2l

2015: YeTeTdiof o1 2UTofIdich ATSEE Eeal el UL TBIE Sol & [T ST ATSae el Sidioadd bl hIafcdd
1A far 72T 2|

31 SGot i 2TE
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